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Applications:

1.Lists of good restaurants 

2.New York Times News Provenance Project
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become	a	curator
photographer
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Le	Monde
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Image: NYT News Provenance Project www.newsprovenanceproject.com



Privacy:

• business interests, social relationships, and potential conflicts of the 

participants can skew voting 

• retaliation or bribery



Token-curated registry (TCR):
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Existing solutions:

1.ConSensys Partial-Lock-Commit-Reveal reveals votes in the clear

tally	=	sum	of	votes	
reward	(payout):		
if	vote	=	outcome,	reward;	else	don’t

Curator	1

Curator	2

Curator	3

registry	

poll	

deposit

H(vote,r),	
then	(vote,r)

2. Enigma relies on trusted hardware



Requirements for voting:

1.Vote Secrecy 

• votes are not revealed 

2.Dispute Freeness 

• can verify if everyone is following the protocol 

3.Self Tallying 

• tally can be computed by anyone



Our results:

1. Formal cryptographic model for TCRs

2. First provably secure construction of a TCR

3. Implementation as smart contract on Ethereum



vote

Token-curated registry (TCR):
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Voting protocol of [HRZ10]:

x $ 𝔽, c0 ← gx
0

RegistraLon :

ZKP	of	x

Y ← ∏
0≤i≤ j, j<k≤m

ci,0c−1
k,0

Vote :

ZKP	that	𝗏𝗈𝗍𝖾 ∈ {0,1}

c2 ← g𝗏𝗈𝗍𝖾
1 Yx

implementation	on	Ethereum	[MSH17]



Tally =
3

∏
i=1

ci,2 =
3

∏
i=1

g𝗏𝗈𝗍𝖾i
1 Yxi

i = g ∑3
i=1 𝗏𝗈𝗍𝖾i

1

	find	by	brute	force

Self tallying:

c1,0 = gx1
0 c2,0 = gx2

0 c3,0 = gx3
0

Voter	1 Voter	2 Voter	3

Y1 = g−x2
0 g−x3

0 Y2 = gx1
0 g−x3

0 Y3 = gx1
0 gx2

0

Yx1
1 = gx1(−x2−x3)

0 Yx2
2 = gx2(x1−x3)

0 Yx3
3 = gx3(x1+x2)

0

1



Requirements (Hao et al.):

1.Vote Secrecy  

• votes are not revealed 

2.Dispute Freeness 

• can verify if everyone is following the protocol 

3.Self Tallying 

• tally can be computed by anyone



Our TCR construction:

x $ 𝔽, (c0, c1) ← (gx
0, g𝗏𝗈𝗍𝖾

1 hx
0)

Vote1 :

π1 ← Prove(R𝖵𝗈𝗍𝖾𝟣, c0, x)

Y ← ∏
1≤i≤ j, j<k≤m

ci,0c−1
k,0

Vote2 :

π2 ← Prove(R𝖵𝗈𝗍𝖾𝟤, (Y, {ci}2
i=0), (𝗏𝗈𝗍𝖾, x))

c2 ← g𝗏𝗈𝗍𝖾
1 Yx

register	vote	intention



Our TCR construction:

c1 ← g𝗏𝗈𝗍𝖾
1 hx

0

Payout:

C ← g𝖺𝗆𝗍
1 hr

0

Deposit:

b1 = b2	arithmeLzed	as	1 − b1 − b2 − 2b1b2

g𝖺𝗆𝗍
1 hr

0 ⋅ g1−𝗈𝗎𝗍𝖼𝗈𝗆𝖾
1 g𝗏𝗈𝗍𝖾

1 hx(2⋅𝗈𝗎𝗍𝖼𝗈𝗆𝖾−1)
0

For	𝗏𝗈𝗍𝖾 = 𝗈𝗎𝗍𝖼𝗈𝗆𝖾,

(𝖺𝗆𝗍 + 1,	r − x)
(𝖺𝗆𝗍, 	r − x) (𝖺𝗆𝗍 + 1,	r + x)

(𝖺𝗆𝗍, 	r + x)𝗏𝗈𝗍𝖾 = 0
𝗏𝗈𝗍𝖾 = 1

𝗈𝗎𝗍𝖼𝗈𝗆𝖾 = 0 𝗈𝗎𝗍𝖼𝗈𝗆𝖾 = 1
User	can	update	commitment	C:



Results:

Theorem: If (Prove,Verify) is a zero-knowledge argument of 

knowledge and the decisional Diffie-Hellman (DDH) assumption holds, 

then our construction satisfies vote secrecy and dispute freeness.

1.Vote Secrecy  

2.Dispute Freeness 

3.Self Tallying



Implementation on Ethereum:

• 256-bit primes & BN256 G1 curve



Future work:

• new proof techniques to make more efficient 

• concurrency 

• new construction at eprint: 2020/709
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contact: e.crites@ucl.ac.uk


