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What is a Cryptographic Signature”

e used to verify that a message comes from a particular person
* signer holds secret signing key

* malin security property: unforgeabillity




Threshold Cryptography

e introduced by Desmedt & Frankel [D87, DF89]
e secret key enables signatures, decryption, etc.

* single point of failure

e |dea: distribute the secret key among several parties

* some fraction may be corrupt
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Threshold Cryptography

o distribute the secret key e Via;
e trusted key generation algorithm (Shamir secret sharing [Sha79])

e distributed key generation protocol (DKG)
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What are Threshold Signatures®
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Public Key PK

e [-OUt-Of-n

o trusted key generation
or DKG to produce PK

(2,3) Example



What are Multi-Signatures”?
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Public Key PK

e 71-OUt-0Of-1

* Key aggregation to
produce PK

e set of signers can be
spontaneous

(3,3) Example



Why Multi-Party Schnorr Signatures”? \WWhy Now?

2-Round
“Efficient Identification 3-Round Multi-Party o
and Signatures Multi-Party Schnorr Bitcoin moves  NIST initial draft
for Smart Cards,” Multi-Party Schnorr Schnorr (MuSig2, DWMS, to Schnorr call for threshold
Schnorr, 1990.  (Stinson & Strobl), 2001. (MuSig), 2018.  FROST), 2020. (BIP340), 2021.  signatures, 2023.
Patent on Schnorr Patent on Schnorr FROSTZ, Improved FROST CFRG NIST standardizes
signatures, filed 1991. signatures, expired 2008. proof for draft, 2021. single-party

FROST, 2021. EdDSA, 2022.



(Single-Party) Schnorr Signature Scheme [Schot]

th

lo generate a key pair:
sk — F, PK — g% B%D g

(R, 2)
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Verify:
¢ — H(PK,m, R)

R-PK‘=g*

To signamessagem
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c<—H(PKm R)

Z<—r+c-sk




Multi-Party Schnorr Signature Scheme

Key Generation: PK

R = R|R,
¢ — H(PK,m, R)

Zl<—7‘1+C°Sk1 Zz(_rz‘l'C‘

Round 1:
R, R,
Round 2: n
Combine / Verity:
T T2

¢ — H(PK,m, R)
R-PK =g*

NOT concurrently secure x




Secure Signing
Scheme Under | Rounds
I\/I.uS|g [I\/IPSV\./18, BDN18] 5L +ROM )
- SimpleMuSig [BDN18, CKM21]
Multi-Signatures _
MuSig2 [NRs21]
DWMS [aB21] OMDL+ROM )
SpeedyMuSig [Ckm21]
Lindell22 Schnorr 3
Threshold Sparkle [ckm23] DL+ROM
Signatures FROST [KG20, BCKMTZ22]
FROST?2 [ckm21] OMDL+ROM 2

One-More Discrete Logarithm (OMDL):

All are concurrently secure \/ - stronger assumption
+ essentially non-interactive signing




MuSig2: Simple Two-Round Schnorr Multi-Signatures FROST: Flexible Round-Optimized
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Deployment and Standardization



Multi-Party Schnorr Signatures in Practice

MuSig?2
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Standardization NIST | agmesr

NISTIR 8214C (Draft)
NIST First Call for Multi-Party Threshold Schemes

Date Published: January 25, 2023

Comments Due: April 10, 2023
Email Comments to: nistir-8214C-comments@nist.gov

Author(s)
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https://csrc.nist.gov/publications/detail/nistir/8214c/draft



https://csrc.nist.gov/publications/detail/nistir/8214c/draft

Thank you!
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